O01ecTBO ¢ OrPAHUYEHHON OTBETCTBEHHOCTHIO
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OI'PH 1247700801622, MHH/KIIIT 9728146530/772801001

Pexomenganun
1o 3amuTe nHGOPMALMHU B LEJIIX NPOTHBOAEHCTBUSA HE3AaKOHHBIM (PUHAHCOBBIM ONlepalMAM

OO0mIecTBO ¢ OTpaHUYCHHON OTBETCTBEHHOCTHIO «Ymparstromas kommnanus «POCT» (mamnee —
O6mecTBo) B cooTBeTcTBHHU C [lomoxkenuem banka Poccun ot 20.04.2021 Ne 757-I1 «O6 ycraHOBIEeHHUH
00s13aTeIbHBIX I HEKPEJAMTHBIX (DMHAHCOBBIX OpraHu3aluii TpPeOOBaHMI K OOCCIICYCHHIO 3alUTHI
UHQOpPMAIMM TPU  OCYIICCTBICHUM JICATEIBHOCTH B cdepe (UHAHCOBBIX PBIHKOB B  IENAX
MIPOTHUBOJICHCTBHSI OCYIICCTBICHHIO HE3aKOHHBIX (DMHAHCOBBIX ONEpallHii» JOBOIUT JO CBEICHUS CBOUX
KITUCHTOB PEKOMEH/IAIUU TI0 3alUTe WH(GOPMAIIMH OT BO3JCHCTBUSI IPOTPAMMHBIX KOJIOB, IPUBOISAIINX K
HAPYIICHUIO MITATHOTO (PYHKIIMOHUPOBAHKS CPECTBA BEIYMCIUTEIBHOM TEXHUKH (Jasiee — BPESAOHOCHBIH
KOJT), B IIEJISIX IPOTHUBOJICHCTBUS HE3aKOHHBIM (DUHAHCOBBIM OTIEPAITUSIM, B TOM YKCIIe HHPOPMUPYEM:

- 0 BO3MOXKHBIX PUCKaX HECAHKIIMOHWPOBAHHOTO JIOCTYIA K 3aliuiiaeMol HHpopManuu ¢
[EJBI0 OCYIIECTBIICHHS (UHAHCOBBIX ONEPAIHi JTHLAMH, He 00JIaJalolIMMHU IPABOM MX OCYIIECTBICHHUS,;

- 0 Mepax I0 TIPEJOTBPAIICHUIO HECAHKIIMOHUPOBAHHOTO JOCTYNa K 3allHIIaeMOn
UHQOPMAIMH, B TOM YHCIIE TpU yTpaTte (MOTepe, XUINECHUH) KIUEHTOM YCTPOUCTBA, C HCIOIH30BAHUEM
KOTOPOTO WM COBEPIIAIUCH JCHCTBHS B IIEJSIX OCYIIECTBICHUS (DUHAHCOBOM OIEpali, KOHTPOJIO
KOH(UTypaluu yCTpOMCTBa, ¢ MUCIOIB30BAHUEM KOTOPOTO KIMEHTOM COBEPIIAIOTCS MEHCTBUSA B IEISIX
ocylecTBICHUS (PMHAHCOBOH OMEpaIii, U CBOEBPEMEHHOMY OOHApY>KEHHIO BO3ICHCTBHSI BPEAOHOCHOTO
KOJIa.

Pexomenmanuu 1o cobmronmeHni0  WHGOPMAMOHHOW 6€30MmacHOCTH  (COBOKYITHOCTH —Mep,
NpUMEHEHHE KOTOPBIX HANpaBlICHO Ha HENOCPEACTBEHHOE o0ecleueHne 3amuThl HH(opManuy,
MPOIIECCOB, PECYPCHOTO M OPTaHU3AIMOHHOTO 00eCTIeUeHUsI, HEOOXOMMOTO TSl MPUMEHEHHS YKa3aHHBIX
Mep 3alllUThl) HE TapaHTUPYIOT oOecredeHue KOHQHUICHIIMATEHOCTH, EIOCTHOCTH W JIOCTYITHOCTH
UHQOpPMAaMKM, HO TIO3BOJIIIOT B IEJIOM CHH3UTh pPHCKH HH()OpPMAIMOHHOW O€30MacHOCTH |
MUHUMH3UPOBATh BO3MOXKHBIC HETaTUBHBIC MTOCIEACTBUS B CIIy4ae UX Pear3allii.

IMoa 3amuimaemoii nHpoOpMaLueil TOHUMAETC:

- uHpopMaIlKs, CoAepXKallehHCsS B JTOKYMEHTaX, COCTABISEMBIX IPH OCYIICCTBICHUU
(hMHAHCOBBIX Omepanuii B 3JeKTPOHHOM BHje paboTHukamu OOmectBa u (viu) kiaueHtamu OOIiecTsa
(manee - 3NMEKTPOHHBIE COOOIICHN);

- uHdopmanus, Heooxomumas OOINECTBY Ui ABTOPH3AlMH CBOUX KIHCHTOB B IEINAX
ocylIecTBICHHs (PMHAHCOBBIX ONEpaluid M YAOCTOBEPCHHs ITpaBa KIMCHTOB PACIOPSKATHCS IEHHBIMHU
OyMaramu Wid UHBIM UMYIIIECTBOM;

- uHpopmarst o0 ocymiecTBieHHBIX OOIIECTBOM W €ro KJIMCHTaMH (hUHAHCOBBIX
OTICpAITHSIX;

- KaroueBas  MHQOpMAIMsS  CPENCTB  KpUNTOrpaguyeckodl  3amuThl  WHPOPMAIUH,
ucnojbp3yemas OOIIECTBOM U €ro0 KIIMEHTAMHU IIPH OCYIIECTBACHUH (DUHAHCOBBIX OIEPaIIHi.

1. Hudopmanusi 0 BO3MOKHBIX PHCKAX HECAHKIMOHHMPOBAHHOIO J0CTyna K
3amuiaeMoil uHpopMauuu ¢ UHeJbI0 ocyllecTBJIeHU (UHAHCOBBIX oOmNepanuii JUIAMH, He
00J1a1a1I0IMMH IPABOM HX OCyHIeCTBJIEHHSA

KiueHTh! HeCyT pUCK (PMHAHCOBBIX MOTEPh BCICICTBUE HECAHKITMOHUPOBAHHOTO IOCTYIIA TPEThUX
JIUII K 3aIIAIIaeMoi HHPOPMAIIUH C IETBI0 OCYIIECTBICHHS TAKUMU JINIAaMHU (PMHAHCOBBIX OTEpannii Ipu
OTCYTCTBHH TIPaBa Ha MX OCYIIECTBIICHHUE.

Puck MoxeT OBITh peasin30BaH, B TOM YHCIIE, B PE3yJIbTATE CICIYIOIIUX COOBITHIA:

. yTpaThl (MOTEPH, XUIIECHUS ) HICHTU(PUKATOPOB TOCTYTA KIIMEHTA K CUCTEME 3JICKTPOHHOTO
B3anMoiericTBus ¢ OOIIecTBOM, CUCTEMaM depe3 KOTOPhIE KIIMEHT OCYIIECTBIsIeT (PMHAHCOBBIE OIEPaIlnH,
napoJiei, Kirouen 3J1eKTPOHHON MOANUCH;



o MOJy4YeHUE TPETHUMH JINIIAMH JIOCTYTIA K YCTPOWCTBY KIIMEHTA B PE3yJbTATE €r0 yTPAaThl
(moTepu, XWILIEHHS) U MOJIYYEHHE C MOMOLIBIO HETo 3amumaeMoil madopmanmmuu U (WIK) AOCTyma K
cucTeMaM, uepe3 KOTOphbIe KIMEHT B3aUMoAeHCTByeT ¢ OOmiecTBOM, U (M) coBepliaeT (YUHAHCOBBIC
oTiepaIum;

. BO3/ICHCTBHSI BPEJIOHOCHOTO KOJa HAa YCTPOHCTBa KIIMEHTA, B KOTOPBIX COACPKUTCS
3amuuiaeMasl HHpopMamusi, 1 (WIM) ¢ IOMOLIbI0 KOTOPOTO KIMEHTA OCYIIECTBISET B3aMMOJCHCTBUE C
OOmecTBoM, u (Win) coBepmiaeT ()MHAHCOBBIE ONEpaIly, C IeTbl0 Kpaku wHpopManuu u (WIN)
HOJIy4€HUs] KOHTPOJISl HaJl yCTPOICTBOM;

J COBEpILECHNE B OTHOIIECHUH KJINEHTA HHBIX IPOTUBONPABHBIX JEHCTBUH, HAIIPABICHHBIX HA
MOJIYICHHE 3aIIUIIAeMO HHPOPMAITUX U (MITK) TOCTYTAa K YCTPOUCTBAM KIIMEHTA.

2. BaxHble 3aMe4YaHus

Bce pucku, cBsizaHHBIE ¢ yTpaTOd W KOMIpOMeTalued y4ETHBIX JaHHBIX (JIOTHMHA, MapoJis) UL
JOCTyIa K CUCTEME 3JIEKTPOHHOTO B3auMoAeHCTBHs ¢ OOIECTBOM, KIIFoUeH 3JEKTPOHHOHN MOAMUCH HECET
KITUEHT.

Ecnn xnmMeHT coMmHeBaeTcs B KOH(UACHIMAIBHOCTU CBOMX YYETHBIX NAHHBIX U (MJIHM) €CTb
MOJI03pEHNE B MX KOMIIPOMETAlH (KOMHUPOBAHHUM), KIMEHT JOJDKEH OCYIIECTBHTH ACHCTBHS B LEJSX
3aMEHBI YYETHBIX JaHHBIX, OOPAaTHBILIICH K OIIEPATOPY CUCTEMBI JJIEKTPOHHOTO JOKYMEHTO000pOTA.

Ecnu ecth nogo3peHre B KOMIPOMETaLuH (KOIMPOBAHUM) KIIFOUEH 3JICKTPOHHON MOJINCH WIN B
CIIy4ae X YTPaThl, KJIMEHT J0JDKEH OCYIIECTBUTH JIEHCTBHS B IENIAX OJIOKMPOBAHUS KITIOUEH 3JIEKTPOHHOM
HOJMKCH, 00PaTUBILUCH B OPTaHU3ALHUIO, B KOTOPOH OHH OBLTH MOJTyYEHBI.

3. Mepbl 10 NPEAOTBPALCHHUI0 HECAHKIHOHMPOBAHHOIO AOCTYNAa K 3allMIIaeMoil
HHpopmanuu

3.1. OfecneuybTe 3a1UUTY YCTPOHCTBA, C KOTOPOI'0 BbI OCYILECTBJIsIeTE B3aUMOAECTBHE C
Oo6mectBoM. K TakuM MepaM BKJII0YAasi, HO He OTPAHUYHMBASACH MOI'YT ObITh OTHECEHBI:

J UCIIOJIb30BAHKE TOJIBKO JIMLEH3MPOBAHHOIO MPOTrPaMMHOI0 00€CIIeueHHs], OIyIEHHOIO
U3 JJOBEPEHHBIX UCTOYHHKOB;

. 3aMpeT Ha YCTaHOBKY MTPOrpaMM U3 HENTPOBEPEHHBIX HCTOYHUKOB;

. HaJIMYME CpPEACTBAa 3alIUTHI, TaKUX KaK: aHTUBHUPYC (C PETYJIIPHO U CBOEBPEMEHHO
00HOBJIsIEMBIMU 0a3aMH), TIEPCOHATILHBIN MEKCETEBOM SKpaH, 3allUTa HAKOIIUTEIIS;

. HacTpolika IpaB  JocTyna K  YCTpPOMCTBY €  LENbIO  IPeJOTBpAIlEHUs
HECAHKI[MOHUPOBAHHOTO JOCTYTIA;

J XpaHEHUE, UCIOJIb30BaHNE YCTPOUCTBA C LIENbIO U30€XKaTh PUCKOB €ro yTparhl (IOTepH,
XUILEHUS);

J CBOEBpEMEHHBIE OOHOBJICHHSI OTIEPAIIHOHHON CUCTEMBI;

. AKTHBALMs NapOJbHON WM MHOM 3aIUThI JUIsl TOCTYIIA K YCTPONCTBY;

) B Cllyuyae OOHapy>KeHMs 3JOHAMEPEHHOI'O IPOrpaMMHOI0 OOECIEUeHMs Ha yCTpOMICTBE
MOCJIe €ro yajeHNs He3aMeAIUTeNbHas CMEHa JIOTHHA U TTapoJis;

o 3alpeT Ha OCYIIECTBIEHHE IEeMCTBUH, HANpaBICHHBIX Ha Mepenady cBOell JMYHOU

uHOopMaITH Yepe3 oOIeT0CTyITHBIe 0EeCITPOBOIHEIE CeTH. PaboTas B HUX, 3allpeT Ha BBEICHUE MapOJICH
JOCTYTa, JIOTHHOB.

3.2. ObecneybTe KOHQUACHIMAIBHOCTHL NEPCOHAJBHBIX [JAHHBIX M 3alIHIIAeMOMH
HH(popMauuu, B TOM 4ucJje:
J XpaHWUTE B TaillHE ayTEHTHU(HUKALUOHHBIC / UACHTH()UKALMOHHBIC JaHHBIE M KIIOYEBYIO

MH(OPMAIHMIO, TIOJNydeHHBIE OT OIlepaTropa CHCTEMBI JICKTPOHHOTO B3amMmoneicTBus ¢ OOmecTBoM:
NapoJIH, 3aKPbIThIE KIIOYH, CEPTU(UKATEI, a B cllydae KOMIPOMETAIlud HEMEUIEHHO MPUMUTE MEPBI JUIs
CMeHbI U (WH) OJIOKUPOBKH;

o COOMIONaliTe MPHHIMI Pa3yMHOTO pPACKPHITUS BallMX MEPCOHAIBHBIX JTaHHBIX U
3amuIaeMol HHGOpMaNuy, B TOM YHCIEe O HOMEPax CYETOB, O BAIIMX MACHOPTHBIX AAHHBIX, O HOMEpax
KpeIUTHBIX 1 1e6eToBbx KapT, 0 CVC\CVV' konax.

3.3. IIposBasiiTe OCTOPOXKHOCTH  MPEXYCMOTPUTEIBHOCTh, B TOM YHCJIe:

! Card Verification Value/Code, Tpex3HauHBIi 3aIIUTHEIA KO, KOTOPBIA HAXOMUTCS HA OOPAaTHOM CTOPOHE
0aHKOBCKOM KapThl PSAIOM C IIOJIEM JUISl ITOIUCH



° OyIbTe OCTOPOXKHBI MIPH TMOTYUYCHUH DIEKTPOHHBIX MHCEM CO CCHIIKAMU U BIOXKEHUSIMU,
OHU MOTYT IPHUBECTHU K 3apayKCHUIO BAILIETO YCTPOUCTBA BPEIOHOCHBIM KOJOM. Bpe1oHOCHBIN KO, ITONaB
K BaM 4Yepe3 3JCKTPOHHYIO IMOYTY WIIM WHTEPHET-CCBUIKY Ha CAaWT, MOXKET MONYyYUTh JAOCTYI K JFOOBIM
JTAaHHBIM ¥ UH()OPMAIMOHHBIM CHCTEMaM Ha BallleM YCTPOMHCTBE;

° BHUMATCIIBHO HpOBepHﬁTe aapecara, OT KOTOpOro HpHUILIO MHUCHBMO. BXO}Z[SIHIGC IIMUCBMO
MOJKET OBITh OT 3JI0YMBIIIUICHHUKA, KOTOPBIi Mackupyetcs o OOIIeCTBO HIITH HHBIX JOBEPCHHBIX JIHIL;

J OyJIbT€ OCTOPOKHBI IPU MPOCMOTPE/paboTe ¢ UHTEPHET CaiiTaMu, TaK KaK BPEIOHOCHBIN
KOJ MOKET OBITh 3arpyKeH ¢ caiTa;

o OyIbTe OCTOPOXKHEI C (palijlaMu B apXUBE C MapojeM, TaKk Kak B TAKOM (aiiyie MOXKeT ObITh
BpPEJIOHOCHBIN KOJ;

o HE 3aXOJUTE B CUCTEMBI yIaJCHHOTO JOCTYTIa C HE TOBEPEHHBIX yCTPOUCTB, KOTOPHIE BHI

HE KOHTponupyere. Ha Takux ycTpoHCTBaX MOXET OBITH BPEIOHOCHBIN KO, COOMPAIOIIHMIA Tapod U
UACHTU(UKATOPHI JOCTYIIA WIH CIIOCOOHBIN MTOJIMEHUTH ONIEPaITHIo;

o aHaNMM3UpYyHTe UH(DOPMAIIMIO B TIPECCE U WHBIX OOLICTOCTYIHBIX CICIHATH3UPOBAHHBIX
HCTOYHHUKAX O TIOCJIEIHAX U3BECTHBIX KPUTHYHBIX YSI3BUMOCTSAX W BPEJOHOCHBIX KOJIaX;
. OCYIIECTBIAHTE 3BOHOK B OOIIECTBO TONBKO MO HOMEpPY TeiedoHa, yKazaHHOMY Ha

odumansHoM caiite OOmiecTBa. BaxkHo yuecTs, uTo oT nuna OOIecTBa He MOTYT IOCTYIATh 3BOHKU HITH
coo01IeHus, B KOTOPHIX OT Bac TpeOyIOT IepenaTh Napoiib, KOAOBOE CIOBO U T.1.;

. UMElTe B BUAY, UTO €CIIU BBl IepeacTe Baml TenedoH U (MIH) HHOE YCTPOHCTBO APYTHM
MOJIb30BATENSIM, OHM MOTY YCTaHOBUTh HAa HETO BPEIOHOCHBIH KO, a B ClIydae KpaXd WIH yTepH
3JIOYMBIIIJICHHUKW MOTYT BOCIIOJIB30BaThCA UM IJId AOCTyIla K CUCTEMaM, C IIOMOIINBIO KOTOPBIX BBI
ocymecTBisieTe B3auMoeiicTeue ¢ O0mecTBOM U KOTOPBIMH MOJIb30BAIUCH BBI;

. IpU yTepe, Kpake TeneqoHa, MIaHeTa, IepCOHaIbHOTO KOMITBIOTEpa, HHOTO YCTPONCTBA,
UCTIOJIB3yEeMOTO JIJISl OCYIIECTBICHUS B3auMoIeHcTBHsI ¢ OOmEecTBOM, HEOOX0IUMO:

a. He3aMeIJIUTENbHO TNpouHpopMupoBaTh (OOIIECTBO W OIEpaTOpa CHCTEMBI 3JICKTPOHHOTO

B3aNMOJICHCTBUS;

b. M0 BO3MOXHOCTH OMEPATHBHO C YYETOM MPOYHX PHCKOB M OCOOCHHOCTEH HCIOIB30BAHUS

Bamiero TejedoHa 3a0JI0OKUPOBATh U IEPEBBITYCTHTH CUM KapTy;

C. CMEHHWTb Tapoilb, BOCIOJb30BABIINCH IPYTUM JIOBEPEHHBIM YCTPOMCTBOM U (WJIH)

3a0JIOKHPOBATH TOCTYII, 0OPATUBIINCE K ONIEPaTOPy CUCTEMBI JIEKTPOHHOT'O B3aUMOACHCTBHS;

o IpH TOJMO3PCHUU HAa HECAHKI[MOHUPOBAHHBIA JOCTYN M (WIM) KOMIIPOMETAIUIO
yCTpoOiicTBa HEOOXOJUMO CMEHHUTh MapoJib, BOCIOJIB30BABIINCH JIPYTHM JIOBEPEHHBIM YCTPOHCTBOM W
() 3a6JT0KUPOBATh JOCTYT K CHCTEME, Yepe3 KOTOPYIO OCYIIECTBIIICTCS B3anMoeicTBrE ¢ OOIIEeCTBOM,
00OpaTHBILUCH K OMNEPaTopy CHUCTEMBI BJIEKTPOHHOTO B3auMojeicTBus. Eciu 3T0 ymMecTHO — OTO3BaTh
CKOMIIPOMETHPOBAHHBINA 3aKPBITHIN KIFOY B COOTBETCTBHUH C MPABUIIAMHU, OTPAKEHHBIMH B JIOTOBOPHBIX U
(nnn) MponeayPHBIX JOKYMEHTAX JINIIA, BHITYCTHUBIIETO TaKOH KITFOU;

. TIOMHHUTE, YTO HAJINYHE PE3EPBHOIN KOIMMU MOXKET OOJIETYUTh U YCKOPUTH BOCCTAHOBIICHUE
BaIlIEr0 yCTPOMCTBA;

° JIyduai€ BCCro HUCIOJIB30BaTh JIA q)HHaHCOBBIX OHepa]_[I/Iﬁ OTACIBbHOC, MAaKCUMAJIBbHO
3alIMIICHHOE YCTPOMCTBO, TOCTYI K KOTOPOMY €CTh TOJIBKO Y Bac;

. KOHTpOJIUpYHTE cBoii TenedoH. B ciyyae BeIxona u3 cTpos CUM KapThl, HCIIOIB3yEeMON s
nonydernst CMC-ko0B, He3aMeUTHTEIHHO 00paIiaiTech K COTOBOMY OIEPaTOpy Ui YTOUHEHHS TPHIUH
Y BOCCTAHOBJICHUS CBSI3H;

° PETYJISIPHO BBIMOIHSITE pe3epBHOE KOMMHUPOBAHKE BAXKHOW HHPOPMAIIHH;

L4 HOI[ZIer(HBaﬁTe Bally KOHTAaKTHYIO I/IH(i)OpMaHI/IIO B aKTyaJIbHOM COCTOSHUH IJid TOTrO,
4TOOBI B ClTy4ae HEOOXOJUMOCTH C BAMH MOKHO OBLIO OTIEPaTUBHO CBSI3aTHCS.

3.4. Ilpu padoTe ¢ KJINYAMH IJTEKTPOHHOI MOJANUCH HEOOXO0AUMO:

J B Cllyyae XpaHCHUs CEKPETHBIX KIIOUEH 3JIEKTPOHHOH MOINMCH HAa BHEIIHEM KIIOUEBOM

HOCHUTCIIC KpaﬁHe BHHUMATCJIBHO OTHOCUTHCA K BHCITHEMY KIIFOYEBOMY HOCHUTECIIIO, HE OCTABJIATH €TI0 0e3
IpucMoOTpa U HE MEpCAaBaTb TPETbUM IJIMIAM, H3BJICKATb HOCHUTCJIbL M3 KOMIIBIOTEpA, €CJIM OH HC
HCIIOJIB3YCTCA IS pa6OTLI;

o UCIOJIb30BATh CIIOKHBIE MAPOJIM JJIsl BXOJa Ha YCTPOHCTBO M AJIS OCTYIA K KITFOYaM
3JIEKTPOHHOM MOJIKCH, HE XPAHUTH NMAPOJH B TEKCTOBBIX JOKYMEHTaX Ha YCTPOWCTBE.

3.5. Ilpu padoTe HA MEPCOHATHLHOM KOMIbIOTEPE HEOOXOTUMO:

o UCIIOJIb30BaTh JHMIICH3MOHHOE NpOrpaMMHOE oOecreucHue (OnepairoHHbIE CHCTEMBI,

oucHBIE TAKETHI U T.1.);



L4 CBOCBPEMCHHO YyCTaHaBJIMBAThb aKTYyaJIbHBIC OOHOBJIEHHSI 0€30MaCHOCTH (OHepaHI/IOHHI)Ie
CHUCTEMEBI, O(I)I/ICHI:IG IIaKCThl U T.I[.);

. UCIIONIb30BAaTh AHTHBUPYCHOE TpPOrpaMMHOE OOecledYeHue, peryasipHO OOHOBIATH
AHTHUBUPYCHBIE 0a3bl;
J UCIIOJIB30BAaTh  CHELUAIN3UPOBAHHBIE MPOTPaMMBl Ui 3alIUTHl  MH(pOpMayu

(mepcoHa bHBIE MEXCETEBbIE SKPAHbI U CPEACTBA 3AIIUTHI OT HECAHKIIMOHHUPOBAHHOTO JIOCTYTIA), CPEICTBA
KOHTPOJIA KOH(PUTYpaLlUK yCTPOICTB;

. UCTOJIb30BATh CIOXHBIC MTAPOIIH;

o OTPaHUYUTHh JIOCTYI K KOMIIBIOTEPY, HCKIIOUUTh (OrpaHUYUTh) BO3MOXHOCTH
JUCTAHIIMOHHOTO TOAKIIOUEHHUS K KOMITBIOTEPY TPETHUM IJTUIaM.

3.6. IIpu paGoTe ¢ MOOMIBLHBIM YCTPOMCTBOM HEOOXO0AMMO:

. HE OCTaBIATh CBOE€ MOOWIILHOE YCTPOWCTBO 0€3 MPHUCMOTpPA, HYTOOBI HCKIIOUYNTH
HECAHKI[MOHUPOBAHHOE UCIIOJIb30BAHNUE;

. UCIIOJIb30BATh TOJNBKO O(MUIMAIbHbIE MOOWIBHBIC TPHIOKEHUS, 3arpyKEeHHbIC MpH
MOMOIIIH O(QHUIMATHHOTO Mara3uHa MPUI0KEeHHI;

o HE T[IepeXOJUTh TI0 CChUIKAM W HE YCTaHABIUBATh IPHIOKEHUS/OOHOBICHUS

oe3onacHoctH, npummenmme B CMC-coobmiennu, Push-yBemomiieHnn wiv 1mo 3JeKTPOHHOH TOYTEe, B TOM
gucie oT umeHn OOIecTBa;

o YCTaHOBUTH Ha MOOMIJIBHOM YCTPOMCTBE Mapoib i AOCTYIA K YCTPOHCTRY.
3.7. Ilpu oomeHne nundopmanueii yepe3 cetb UHTepHeT HEOOX0AUMO:
. HE OTKpPBIBAaTh NMHChbMA U BIOXKEHHUSA K HUM, NOJIYyYEHHBIE OT HEU3BECTHBIX OTIpaBUTENEH

Io 3J'I€KTp0HHOﬁ IIoYTC U APYIrux HpHHOX(CHHﬁ, HCIIOJIB3YEMBIX B TOM YHCJIC AJIA oOMeHa COO6H_I6HI/I$IMI/I
(SHGKTpOHHHMI/I HI/ICBMaMI/I), HE NEPEXOJUTH ITO COACPKAINMUMCA B TAKUX NNHCbMax CCBhIJIKAM;

. HE BBOJUTH IEPCOHAIBHYI0 WH(POPMALUIO HA IIOJO03PUTENBHBIX CaWTaXx M JPyrux
HEU3BECTHBIX BaM pecypcax;

J OTpPaHUYUTH MTOCELIEHUE CATOB COMHUTENBHOTO COACPIKAHNUS;

J HE COXpaHATh MapoiM B MaMATH HHTEpHET-Opay3epa, €M K KOMIBIOTEepY (MHOMY
YCTPOMCTBY) €CTh AOCTYH TPETHHX JIULI;

J HEe HaXUMaTb Ha OaHHEphl M BCIUIBIBAIOLINE OKHA, BO3HHKAIOIIHE BO BpeMs PabOTHI C
MH(QOPMAIIMOHHO-TEIEKOMMYHHUKAIMOHHON CeThI0 MIHTEpHET;

J IpU CKAaYMBAaHUM KOHTEHTA HaJl0 BHUMATEJIbHO YUTATh yCJIOBUS HCIOJIB30BAHUS CEPBUCA,
a TakKe HHPOPMALUIO, Pa3MELICHHYIO C CHMBOJIOM «3Be30uKka» (*);

. OTKpPBIBATH (HaiyIbl TOJIBKO U3BECTHBIX PACHIMPEHUHN U3 JOBEPEHHBIX HCTOUHUKOB.



